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1. Overall Description:

SA2 has identified security related matters where SA3 input or conclusions are needed by SA2 for progressing further related topics. Following are the open questions (categorized based on relative priority level):
High priority:

1. Does SA3 foresee a need to change security function(s) mapping in the overall system architecture as specified in TS 23.501 section 4.2? Current assumptions in SA2 are as follows:
a) SEA and SCM defined by SA3 are currently allocated by SA2 to NF AMF – Agree on colocation for SEAF and AMF (agreed text on key hierarchy in 908 to allow later separation) should make SA2 aware that specification should be written to make it clear whether the AMF/SEAF is acting like a SEAF or an AMF - SCMF and SEAF are colocated
b) AUSF defined by SA3 is currently allocated by SA2 to NF AUSF – OK
c) ARPF defined by SA3 is currently allocated by SA2 to NF UDM – OK
2. Do we need an update to overall architecture due to security function(s) mapping?
a) Should SEAF be present in the HPLMN? – still under discussion 
b) Should AUSF be present in the VPLMN? – still under discussion
(Note on 2a: if SEAF in home network were used to establish home to UE encryption, this may raise LI implications)
3. Shall 5G System be designed in such a way that it enforces the following requirement? 
“IMSI is never sent in clear over the air, including paging messages (considering non-3GPP and 3GPP access)” – this is SA3’s preference when 5G core is used
4. SA2 would like to understand what mechanism SA3 is working on for supporting user identity confidentiality protection in phase 1? – keeping a Temporary Identifier mechanism and a number of options for protecting IMSI are being studied but no conclusion on the latter has been reached. SA3 is also looking at solutions to prevent tracking in the RAN.
(Background:
Editor’s note in TS 23.501:

“Whether User identity confidentiality protection is part of security function is FFS”)
5. SA2 has defined that a UE served by the same PLMN over 3GPP and N3GPP access is served by a single AMF. In such case, should there be a separate NAS security context in the AMF for 3GPP and non-3GPP access? – under study and needs some input from CT1
6. The SMF may initiate authentication and/or authorization at PDU session establishment with the DN exchanging information over NAS Session Management signalling to support user authentication, thus SA2 would like to understand the security impact on architecture for interaction with external DN for authentication/authorisation purposes and whether any architectural modifications are required. – please refer to the agreements S3-170921 and S3-170745
Medium priority:

7. SA2 is working on specifying interworking solution with EPS based on two modes: single-registration mode and dual-registration mode. SA2 assumes security context mapping between source and target system. Thus, SA2 would like to understand if there are system impact due to security aspects during inter-system handover between 5GS and EPS. – work is in progress in SA3
For high priority items, it would be beneficial to have answers during SA2#121 for progressing SA2 work on TS 23.501 and TS 23.502 while medium priority items can be answered until SA2#122.

2. Actions:

To SA3 group.

ACTION:
SA2 kindly asks SA3 to answer the questions raised above.
3. Date of Next SA2 Meetings:

 3GPP SA2#121
29 May– 2 Jun 2017   
Hangzhou, China
3GPP SA2#122
26 – 30 Jun 2017   
Los Cabos

